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1. EXECUTIVE SUMMARY 
 
The Natural Sciences and Engineering Research Council (NSERC) requested that an audit of the NSERC Award Management Information System 
(NAMIS) be performed. 
 
NAMIS is designed to manage and monitor the lifecycle of NSERC’s granting process, capture the initial grant applications, complete peer reviews, record 
final approval of awards and manage the funding of awards. Another feature of NAMIS, of a more financial nature, allows NSERC to track and obtain 
status on funding.  The system also provides an automated interface with the Financial, Procurement and Asset Management system (FPAM).  
 
The objectives of the audit were to: 

1. Ensure that NAMIS supports the enhanced business rules for: 
• Ensuring data integrity; 
• Managing and monitoring applications through the lifecycle of NSERC’s granting process; 
• Receiving and capturing the initial application; 
• Monitoring peer review; 
• Managing post awards; and, 
• Reporting. 

2. Ensure that NAMIS provides appropriate funding and payment tracking controls. 
3. Ensure appropriate controls are in place for any financial information flowing from NAMIS to FPAM. 
4. Determine to which extent the management control framework is adequate (to be addressed by the overall conclusion). 
5. Determine to which extent NAMIS has proven to be an effective tool in terms of ease of use, breadth of reach, etc. 

 
The audit scope, as specified by NSERC Internal Audit, included the NAMIS system and the interface with FPAM.   
 
The audit was done using Deloitte & Touche LLP’s international audit methodology for computer controls assessments, which is a comprehensive risk-
based approach developed globally by a team of Deloitte & Touche subject matter experts.  The approach is supplemented with best practices collected by 
practitioners worldwide.  More specifically, the proprietary methodology includes separate audit programs for the evaluation and assessment of 1) general 
computer controls and 2) business process controls. As such, NAMIS controls were documented and assessed in comparison to a rigorous control 
framework and recommendations were provided to help NSERC implement the controls that were found to be lacking.  
 
For the audit objective related to ease of use and breadth of reach, four focus groups were conducted in order to gain feedback from participants regarding 
the level of satisfaction with various elements of the system.  These focus groups were conducted through the use of anonymous voting technology.   
 
This internal audit was conducted in accordance with both the Treasury Board Policy on Internal Audit and the Institute of Internal Auditors Standards for 
the Professional Practice of Internal Auditing.   
 

 
We concluded that, while business process controls are adequate to support the audit objectives, general 
computer controls in some areas do not appear to be operating effectively to support NAMIS processing.   In 
addition, there are risks related to NAMIS access and segregation of duties.  Although several control 
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strengths were noted, we concluded that the overall control framework is not adequate due to the risks noted. 
 
It is our overall opinion that there is a need for substantial improvements in the internal controls in the areas 
of logical security and application and system development and maintenance. 
 
Regarding the ease of use and breadth of reach of NAMIS, we concluded that, while users are generally 
satisfied with NAMIS there are clear opportunities of improvement that should be addressed in order to 
promote ease of use and breadth of reach. 

2. INTRODUCTION 
 
The Natural Sciences and Engineering Research Council (NSERC) requested that an audit of the NSERC Award Management Information System (NAMIS) be 
performed in order to: 

  
1. Ensure that NAMIS supports the enhanced business rules for: 

• Ensuring data integrity; 
• Managing and monitoring applications through the lifecycle of NSERC’s granting process; 
• Receiving and capturing the initial application; 
• Monitoring peer review; 
• Managing post awards; and, 
• Reporting. 

2. Ensure that NAMIS provides appropriate funding and payment tracking controls. 
3. Ensure appropriate controls are in place for any financial information flowing from NAMIS to FPAM. 
4. Determine to which extent the management control framework is adequate (to be reflected in the overall conclusion). 
5. Determine to which extent NAMIS has proven to be an effective tool in terms of ease of use, breadth of reach, etc. 

 
NAMIS, an application developed using Treasury Board principles and object-oriented methodology, is designed to manage and monitor the lifecycle of NSERC’s 
granting process, capture the initial grant applications, complete peer reviews, record final approval of awards and manage the funding of awards. Another feature 
of NAMIS, of a more financial nature, allows NSERC to track and obtain status on funding.  The system also provides an automated interface with the Financial, 
Procurement and Asset Management system (FPAM).  

 
The audit scope, as specified by NSERC Internal Audit, included the NAMIS system and the interface with FPAM.  The audit was conducted over the period of 
May to July 2003.  Audit testing was conducted with sample including the competition years 2001 (post award processing only), 2002 and 2003.  All audit testing 
covered the three areas of Research Partnership Programs, Scholarships and Grants. 

 
The audit was done using Deloitte & Touche LLP’s international audit methodology for computer controls assessments, which is a comprehensive risk-based 
approach developed globally by a team of Deloitte & Touche subject matter experts.  The approach is supplemented with best practices collected by practitioners 
worldwide.  More specifically, the proprietary methodology includes separate audit programs for the evaluation and assessment of 1) general computer controls and 
2) business process controls. As such, NAMIS controls were documented and assessed in comparison to a rigorous control framework and recommendations were 
provided to help NSERC implement the controls that were found to be lacking. The audit included discussions with NSERC staff, review of certain system 
configurations and manual processes and audit testing of control activities identified. 
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This internal audit was conducted in accordance with both the Treasury Board Policy on Internal Audit and the Institute of Internal Auditors Standards for the 
Professional Practice of Internal Auditing 
 
For the audit objective related to ease of use and breadth of reach, four focus groups were conducted in order to gain feedback from participants regarding the level 
of satisfaction with various elements of the system.  These focus groups were conducted through the use of anonymous voting technology.  Findings in this area will 
be addressed separately. 
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3. AUDIT FINDINGS- BUSINESS PROCESS CONTROLS 
 
All significant audit findings are presented in this section in accordance with the audit objectives and criteria.  They include assurance statements on all of the 
criteria regardless of whether or not the expectations have been met.  Where an issue was observed, a description of the observation, impact and recommendation 
has been included.  There is also a ranking from a risk perspective.   Risk rankings can be defined as follows: 
 
High Risk – should be dealt with in the short term, could result in significant exposure to risk 
Medium Risk – should be dealt with, could result in exposure to risk 
Low Risk – minimal risk or best practice consideration 

 
3.1 Audit Objective: 

Ensure that NAMIS supports the enhanced business rules for: 
• Ensuring data integrity; 
• Managing and monitoring applications through the lifecycle of NSERC’s granting process; 
• Receiving and capturing the initial application; 
• Monitoring peer review; 
• Managing post awards; and, 
• Reporting. 

 
Audit Criteria No 1.1 
All valid applications are recorded accurately, completely, and on a timely basis. 
 
Based on our review of the process and testing conducted, this standard is being met; however, some opportunities for improvement were noted. 
 
Controls found to be in place include: 

• Use of checklists for Grants and Scholarships processing to identify issues and missing information. 
• Team leaders and Program Operations for Grants and Scholarships perform data integrity checks. 

 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
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Risk Observation Impact  Recommendation 
Low For RPP, applications are 

processed in NAMIS by Program 
Assistants.  There is no review of 
data entered in NAMIS to ensure 
accuracy and completeness of 
information.  It should be noted, 
however, that no issues were 
identified through the testing of 
the RPP applications/files. 
(See Appendix A, #16) 

There is the risk that data 
entry errors will not be 
detected as there is no 
monitoring or subsequent 
review of data entry. 

We recommend that a process 
be implemented whereby the 
data entered in NAMIS is 
reviewed by Program Officers 
on an ad hoc basis to ensure 
accuracy and completeness of 
the data entered. 
 
 

Low The checklists used for review of 
the applications are not always 
retained with the application- 
specifically for Scholarships.  
Checklists are only retained if 
there are issues identified for 
follow up. 
(See Appendix A, #17) 

If the application processing 
checklists are not retained in 
the file, there is no audit 
evidence to confirm their use.   
Furthermore, there is no trail 
for review if issues are 
subsequently identified.  

We recommend that the 
application processing 
checklists by retained in the 
application file. 
 

Low Several Program Assistants in 
RPP use Excel or Lotus Notes to 
help track the applications and to 
serve as a “bring forward” system.  
(See Appendix A, #18) 
 

The use of parallel systems 
results in duplicate entry and 
increases the risk of error and 
incomplete data entry. 

We recommend that the use 
of parallel systems be further 
examined by NSERC to 
determine if the functionality 
could be provided through 
NAMIS.   
 
Also see Section 5 

 
Audit Criteria No 1.2 
Valid decisions by appropriate reviewers are recorded accurately and in a timely fashion for all applications. 
 
Based on our review of the process and testing conducted, this standard is being met for Grants and RPP; however, some opportunities for improvement 
were noted, specifically for Scholarships. 
 
Controls found to be in place include: 

• For Grants, competitions files (in Excel) are signed by the Committee Chairs prior to being uploaded into NAMIS.  The upload to NAMIS is 
verified by the Program Officer for accuracy and the spreadsheet is signed to indicate that a review was done. 

• The President reviews the Grants and Scholarships listing and signs the listing as authorization to support the funds transfer. 
• RPP awards are approved by a Director (Note: certain programs do not require Director approval). 

 
Issues noted included: 
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Risk Observation Impact  Recommendation 
Medium During testing, it was noted that 

Committee Chairs and Program 
Officers do not sign the 
competition spreadsheets for 
Scholarships.  (This is not the case 
for Grants, where the Committee 
Chair and the Program Officer 
physically sign the competition 
spreadsheet.) 
(See Appendix A, #9) 
 

The lack of a formal approval 
makes it impossible to 
determine if the final awards 
were in fact approved by the 
Committee and verified by 
the Program Officer. 

We recommend that the 
process for scholarships 
include the formal signature 
of the Committee Chair as 
well as the Program Officer.  
Although the cut off line may 
change (based on the number 
of awards available for 
distribution) this would 
provide and audit trail of the 
Committee’s decision as to 
ranking.  This also helps to 
enforce accountability. 

Low During testing, it was noted that in 
several cases it was difficult to 
discern signatures on competition 
files. 
(See Appendix A, #15) 

There is the risk that the 
competition files do not have 
appropriate approval, 
increasing the risk of invalid 
awards. 

We recommend that a formal 
sign off template be 
established that includes the 
name and title of the 
individuals required to sign 
off. 

 
Audit Criteria No 1.3 
All valid additions/changes to master data files are input completely, accurately, and in a timely manner. 
 
Based on our review of the process and testing conducted, this standard is being met, although some minor areas of improvement were identified. 
 
Controls found to be in place include: 

• Data entry standards have been defined for name and addresses (for persons and organizations) 
• Maintenance of key master data, including committees and organizations, has been centralized. 

 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
Low There is no review of master data 

changes to ensure accuracy of 
data entry, although there are 
periodic data review projects 
conducted on a larger scale. 
 
During testing, a data entry error 

Failure to review master data 
entry in NAMIS increases the 
risk of errors and invalid 
changes remaining 
undetected. 

We recommend that 
consideration be given to 
establishing an independent 
review of master file changes 
to ensure that all changes 
made in NAMIS are 
complete, accurate and valid.  
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was noted upon the creation of a 
new organization (keying error on 
address).  
(See Appendix A, #19) 

This could be facilitated by 
the use of a change report 
from NAMIS.    
 

 
Audit Criteria No 1.4 
Segregation of duties is appropriate and system access is restricted to authorized personnel. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   

 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
High During our end user security 

testing, we noted that access to 
transfer funds in NAMIS is not 
restricted to those users who 
require such access (for example 
Data and Program Coordinators 
and some Program Assistants).  
Over 100 users have access to 
transfer funds.  Most of these 
users also have access to process 
applications, which creates a 
segregation of duties risk. 
 
Currently there is no mechanism 
to restrict users to only the 
transfer field in the funding tab 
versus other fields.   
(See Appendix A, #2) 

 

All users access in NAMIS 
should be restricted to the 
functionality specifically 
required for the individual’s 
job requirements.  There is an 
increased risk of segregation 
of duties issues associated 
with broad access, 
specifically there is an 
increased risk that an 
individual could process an 
invalid award and fund 
transfer.    

We recommend that end-user 
access rights in the production 
environment be reviewed in 
order to ensure that users only 
have access to the 
functionality required for their 
job duties.   
 
If possible, we recommend an 
enhancement be made to 
NAMIS to restrict the fund 
transfer functionality (either 
by restricting by field or 
moving this functionality to a 
new tab). 
 
Alternatively, we recommend 
that the business ensures 
adequate and effective 
monitoring or compensating 
controls are in place to reduce 
the risk to an acceptable level. 

 
Audit Criteria No 1.5 
General computer controls operate effectively and support reliable processing in NAMIS. 
 
See Section 4. 
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3.2 Audit Objective: 
Ensure that NAMIS provides appropriate funding and payment tracking controls 
 
Audit Criteria No 2.1 
All disbursements are approved, accurately calculated, and only generated where sufficient funds are available.   
 
Based on our review of the process and testing conducted, this standard is being met. 
 
Controls found to be in place include: 

• The President reviews the Grants and Scholarships listing and signs it as authorization for the funds transfer. 
• In many program areas, progress reports are required in order to maintain the award. Based on the progress report and other information obtained, 

the Program Officer recommends whether or not the award should continue and this is approved by the Director. 
• Processing of batch transfers of funds from funding to payment functions within NAMIS is monitored by management to ensure successful and 

timely completion, including a review and resolution of any exceptions.  Also see section 4.1 
 

Audit Criteria No 2.2 
Initial and ongoing disbursements are correct, made and recorded in a timely manner, and only made to applicants who meet eligibility criteria. 
 
Based on our review of the process and testing conducted, this standard is being met for Grants and RPP but there are opportunities for improvement for 
Scholarships. 
 
Controls found to be in place include: 

• NAMIS automatically puts payments on hold in the payment tab for the following reasons: 
o Change in the actual awarded amount in the funding tab 
o Change in the award status in the funding tab (e.g. terminations and transfers) 
o Changes in the funding tab after the initial transfer  

Finance manually releases payments on hold based on backup provided by programs including: award letters and Grants Approval Forms 
• Where progress reports are required in order to maintain the award the Program Officer recommends whether or not the award should continue. 
• Processing of batch transfers of funds from funding to payment functions within NAMIS is monitored by management to ensure successful and 

timely completion, including a review and resolution of any exceptions.  See section 4.1 
 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
Medium In reviewing the post award 

process, it was noted that some 
Universities sent no 
documentation to NSERC to 
confirm eligibility of award 
recipients.   
(See Appendix A, #8) 

There is a risk that ineligible 
award holders continue to 
receive payments. 

We recommend that 
Universities be required to 
send confirmation of 
eligibility and that this policy 
be enforced by the Post 
Awards team.  If eligibility 
confirmation is not sent, we 
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recommend that funding be 
withheld.  

 
Audit Criteria No 2.3 
Funding allocations to programs are authorized and reflected in NAMIS. 
 
Based on our review of the process and testing conducted, this standard is being met. 
 
Controls found to be in place include: 

• Processing of budget uploads is monitored by management to ensure successful and timely completion, including a review and resolution of any 
exceptions.  See section 4.1 

• When a user modifies an Actual Award amount or offers and award, a check is automatically done in NAMIS to see if sufficient funds are 
available (as defined in the Level 2 allotments).  This is done for Grants programs and RPP.  The check is not done for Scholarships as the number 
of scholarships awarded takes into consideration the number of potential withdrawals/terminations/etc. and therefore may exceed, at a point in 
time, the funding allocation. 

 
Audit Criteria No 2.4 
Segregation of duties is appropriate and system access is restricted to authorized personnel. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   
 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
High During our end user security 

testing, we noted that access to 
maintain budget information is not 
restricted to authorized personnel.  
For example, 21 users have access 
to Council Finance Allotments 
when this should be restricted to 3 
users. 
 
We also noted that 10 users have 
access to the funding tab, the 
payment tab and the application 
folder. 
(See Appendix A, #1).   

All users access in NAMIS 
should be restricted to the 
functionality specifically 
required for the individual’s 
job requirements. 
 
There is an increased risk of 
segregation of duties issues 
associated with broad access.  
In this case, a user could 
create an application, process 
the fund transfer and 
release/change payments. 

We recommend that end-user 
access rights in the production 
environment be reviewed in 
order to ensure that users only 
have access to the 
functionality required for their 
job duties.   
 
If access cannot be restricted 
in the system, we recommend 
that the business ensures 
adequate and effective 
monitoring or compensating 
controls are in place to reduce 
the risk to an acceptable level. 

 
Audit Criteria No 2.5 
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General computer controls operate effectively and support reliable processing in NAMIS. 
 
See Section 4. 
 

3.3 Audit Objective: 
Ensure appropriate controls are in place for any financial information flowing from NAMIS to FPAM. 

 
Audit Criteria No 3.1 
Disbursement information is transferred accurately and completely to FPAM on a timely basis. 
 
Based on our review of the process and testing conducted, this standard is being met. 
 

• The payment program is run on a periodic, scheduled basis (the program is run by the Financial Officer based on the schedule that Finance has 
defined).  This helps to ensure timeliness of the payments and completeness of the information. 

• If there is an error with the payment program and the import to FPAM, an error report is generated.  The Awards Payment Clerk then follows up 
on any errors.  The Awards Payment Clerk also logs into FPAM to verify that the import was successful.   

• On a monthly basis, FPAM is reconciled to NAMIS to identify any missing information.  There is also an annual reconciliation between NAMIS 
and the statement of accounts of the Universities in order to identify and follow up on any discrepancies. 

• All financial data is transferred completely from NAMIS to FPAM (interface). See section 4.1 
 
Audit Criteria No 3.2 
General computer controls operate effectively and support reliable processing in NAMIS. 
 
See Section 4. 
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4. AUDIT FINDINGS- GENERAL COMPUTER CONTROLS 
 

All significant audit findings are presented in this section in accordance with the audit objectives and criteria.  They include assurance statements on all of 
the criteria regardless of whether or not the expectations have been met.  Where an issue was observed, a description of the observation, impact and 
recommendation has been included.  There is also a ranking from a risk perspective.   Risk rankings can be defined as follows: 
 
High Risk – should be dealt with in the short term, could result in significant exposure to risk 
Medium Risk – should be dealt with, could result in exposure to risk 
Low Risk – minimal risk or best practice consideration 
 

4.1 Audit Objective: 
Batch processes are executed timely and to normal completion. 

 
Audit Criteria No 1.1 
Processing of budget uploads, competition spreadsheet uploads and batch transfers of funds from funding to payment functions within NAMIS is 
monitored by management to ensure successful and timely completion, including a review and resolution of any exceptions.   
 
Based on our review of the process and testing conducted, this standard is being met.  
 
Although management does not specifically monitor these processes (i.e., funding to payment functions within NAMIS), reconciliation activities are 
conducted by NSERC staff and supporting documentation is retained.  

 
4.2 Audit Objective: 

Only valid production programs are executed. 
 
Audit Criteria No 2.1 
Access to executable programs is defined to restrict the ability to execute, modify, delete or create to appropriate individuals. 
 
Based on our review of the process and testing conducted, this standard is NOT being met. 

 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
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Risk Observation Impact  Recommendation 
High The ability to modify, delete or 

create NAMIS executable files is 
not appropriately restricted.  
Currently, fifteen users have write 
access to the directory where the 
NAMIS production executable 
files are located (i.e., 
P:/Namis/Prod/), including two 
individuals who no longer work 
for NSERC.   
(See Appendix A, #7) 

Unauthorized changes to 
NAMIS may cause inaccurate 
information, inappropriate 
use of system resources, and 
excessive maintenance or 
support to correct processing 
problems. 

We recommend that NSERC 
limit write access to 
P:/NAMIS/Prod to the 
employee responsible for 
migrating programs to the 
production environment, and 
one backup person.  This will 
help prevent unauthorized 
changes to NAMIS.   

Medium Access to execute batch programs 
in NAMIS is not appropriately 
restricted.  For instance, of the 13 
users capable of running the batch 
transfer of Grants funding to 
payment and the 9 users capable 
of running the batch transfer of 
Scholarships funding to payment, 
only two require these access 
rights. 
(See Appendix A, #10) 

Unnecessary access rights to 
run batch upload processes in 
NAMIS puts the integrity of 
corporate information at risk. 

We recommend that access to 
the batch uploads of 
competition spreadsheets and 
the batch transfer of funds 
from funding to payment 
functions in NAMIS should 
be restricted to individuals 
who require this access to 
perform their job 
responsibilities 

 
4.3 Audit Objective: 

All financial data is transferred completely from NAMIS to FPAM (interface). 
 
Audit Criteria No 3.1 
Controls are in place to ensure data transfers to FPAM are processed to completion. 
 
Based on our review of the process and testing conducted, this standard is being met. There are good reconciliation controls over the upload of payments to 
FPAM, as well as proper documentation and follow-up on exceptions. 
 

4.4 Audit Objective: 
Logical security tools and techniques are implemented and configured to enable restriction of access to NAMIS. 
 
Audit Criteria No 4.1 
Information security tools and techniques are used to restrict access to NAMIS information resources (e.g. data files, utilities, transactions, programs). 
 
Based on our review of the process and testing conducted, this standard is being met.  
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The NAMIS Security Utility allows access restrictions at the tab, report, utility (i.e., batch transfers from funding to payment and spreadsheet uploads) and 
program levels.   
 

4.5 Audit Objective: 
Logical security tools and techniques are administered to restrict access to NAMIS programs, data, and other information resources. 
 
Audit Criteria No 5.1 
Application owners authorize the nature and extent of user access privileges, and that such privileges are periodically reviewed by application owners to 
ensure access privileges remain appropriate. 
 
Based on our review of the process and testing conducted, this standard is NOT being met. 
 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
Medium Although there is a process in 

place for data owners to authorize 
access requests for users, there is 
an insufficient audit trail.  For 
example, data owners do not 
specify the 
tabs/reports/utilities/programs for 
which access should be granted 
(instead they state “give the same 
access as X user…”).  Since the 
access of the users referred to by 
the data owner is not detailed in 
the form, it is not possible to 
verify if a user’s current access is 
actually what was approved by the 
data owner at the time the form 
was completed.   
 
We also noted that the 
appropriateness of access granted 
to users is not reviewed on a 
regular basis by data owners. 
 
Furthermore, access rights were 
tested for a sample of 15 users and 
in some cases access was found to 

The absence of detailed 
access authorizations and 
regular access reviews from 
data owners resulted in users 
having inappropriate access, 
thereby putting the 
organization’s assets and the 
integrity of corporate 
information at risk. 

We recommend that NSERC 
data owners authorize access 
requests at the tab, report, 
utility and program levels.  
Furthermore, data owners 
should review access granted 
to users on a regular basis.   
 
We further recommend that 
there be a link with Human 
Resources to ensure that 
access is updated/removed as 
appropriate when a user 
leaves/transfers. 
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Risk Observation Impact  Recommendation 
be excessive.  For example, 3 
Finance users that were in our 
sample have access in excess of 
what is required for their job 
functions. 
(See Appendix A, #11) 

 
4.6 Audit Objective: 

Physical access restrictions are implemented and administered to ensure that only authorized individuals have the ability to access or use information 
resources. 
 
Audit Criteria 6.1 
Physical access to the building and immediate surroundings of the computer equipment is monitored and is restricted to individuals who require such 
access to perform their job responsibilities. 
 
Based on our review of the process and testing conducted, this standard is being met, however there are some opportunities for improvement.   
 
Controls found to be in place include: 

• Access to the computer room appears appropriately restricted for NSERC and SSHRC staff (only 7 IT staff have 24 hour access and one contract 
IT staff has 8am to 5pm access) 

 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
Low NSERC/SSHRC currently share 

the computer room with Canada 
Council however, NSERC does 
not have direct control over staff 
authorized to access the computer 
room by Canada Council. 
(See Appendix A, #20) 

NSERC’s information 
resources include computer 
hardware, peripheral devices, 
data storage media, and 
information systems 
documentation.  Physical 
access to such resources 
makes it possible for the user 
to view, use, damage, or 
misappropriate these 
resources.   

We recommend that access to 
NSERC/SSHRC information 
resources be restricted to 
authorized NSERC/SSHRC 
personnel only. 

 
4.7 Audit Objective: 

Information resources are protected against environmental hazards and related damage. 
 
Audit Criteria No 7.1 
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Management periodically monitors the effectiveness of the environmental control mechanisms and assesses the business impact of potential threats to 
physical information resources. 
 
Based on our review of the process and testing conducted, this standard is being met.  There are also a number of recent improvements being made.   
 
Currently the computer room is equipped with temperature controls that are monitored by Honeywell, two water chillers (to cool the room), humidity 
sensors, UPS units, water sprinklers, and raised floors.  ISD is also in the process of improving physical security and environmental controls over 
information resources. We viewed the approved purchase orders for the cleaning of the computer room and wiring closets, monitoring of the air 
conditioning units, purchase and installation of security cameras, and the monitoring and maintenance of the installed cameras.  
 

4.8 Audit Objective: 
Policies and Procedures are documented for the overall direction and implementation of information security. 
 
Audit Criteria No 8.1 
Information security policies are formally documented and communicated to users, and these policies are monitored for compliance and reviewed on a 
regular basis. 

 
Based on our review of the process and testing conducted, this standard is being met.   
 
Documented security policies relating to NAMIS include the Council Policy on the Acceptable Use of Electronic Networks, the NAMIS Security 
Handbook, and documentation on the three data management roles for NAMIS (Data Custodian, Data Integrity Coordinator and Data Stewart).  A new 
Security Steering Committee and Security Working Group were recently formed  
 
Audit Criteria No 8.2 
NAMIS users are asked to sign a security policy form stating that they have read and will comply with the information security policies. 
 
Based on our review of the process and testing conducted, this standard is NOT being met. 

 
Issues noted included: 
 
Risk Observation Impact  Recommendation 
Medium Although a form was developed 

for employees to sign-off on the 
Council Policy on the Acceptable 
Use of Electronic Networks, its 
usage and acceptance has not been 
mandated and most employees 
have not signed it. 
(See Appendix A, #13) 

There is an increased risk that 
users do not understand 
and/or comply with the 
Acceptable Use of Electronic 
Networks Policy. If users are 
not asked to read and sign the 
policy it also becomes more 
difficult for NSERC to 
enforce. 

We recommend that 
responsibility for 
implementing this process be 
clearly assigned and that the 
individual responsible follow 
up as appropriate so that all 
employees have a signed Use 
of Electronic Networks form 
on file. 
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4.9 Audit Objective: 
In the event of a disaster, essential business processes and information systems can be recovered in a timely fashion.  
 
Audit Criteria No 9.1 
Automated data retention tools have been implemented to manage the backup and retention data plan and schedule. 
 
Based on our review of the process and testing conducted, this standard is being met.  ISD uses a Legato Tape Library system to manage NAMIS backups.  
A full backup of NAMIS data is done on a daily basis.  

 
Audit Criteria No 9.2 
Management periodically reviews completion of backups to ensure consistency with backup and retention plans and schedules. 
 
Based on our review of the process and testing conducted, this standard is being met.   
 
A senior technical analyst in ISD reviews backup logs daily to ensure the previous day’s backups were successfully completed. 

 
Audit Criteria No 9.3 
Backups are archived off-site to minimize risk that data is lost. 
 
Based on our review of the process and testing conducted, this standard is being met.   
 
Per discussion with ISD, tapes are stored offsite (National Archives).  A delivery receipt was obtained from a backup tape being returned to NSERC from 
the offsite storage location.   

 
Audit Criteria No 9.4 
All media (tapes, manuals, guides etc.) are stored in a secured environmentally controlled location. 
 
Based on our review of the process and testing conducted, we were unable to determine if this standard is being met.   
 
Issue noted: 
 
Risk Observation Impact  Recommendation 
Medium No contract was available to 

verify that backup tapes are stored 
in an environmentally controlled 
location and no NSERC 
representative has visited the 
offsite storage location in the past 
2-3 years. 
(See Appendix A, #14) 
 

Damage to information 
resources can result from a 
variety of causes, including 
heat, smoke, fire, humidity, 
flooding, earthquakes, and 
electrical disruption.  If 
physical information 
resources are not adequately 
safeguarded, such resources 

We recommend that 
provisions be made in the 
contract, giving NSERC a 
right to audit or obtain third 
party assurance on a regular 
basis of the adequacy of 
information system controls 
in place at the offsite backup 
location. 
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may not be available when 
they are needed and/or 
recovery of such resources 
may be delayed in the event 
of an emergency. 

 
Audit Criteria No 9.5 
On-going readability of backup and retained data is tested periodically through restoration or other methods. 
 
Based on our review of the process and testing conducted, this standard is being met.   

 
4.10 Audit Objective: 

NAMIS is appropriately implemented and functions consistent with management’s intentions and all necessary modifications to NAMIS are implemented 
in a timely fashion. 
 
Audit Criteria No 10.1 
Modifications to NAMIS are tested in accordance with test plans that include, as appropriate, system and unit testing, interface testing, parallel testing, 
capacity testing and user acceptance testing. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   
 
Issue noted: 
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Audit Criteria No 10.2 
User and other requests for modifications to NAMIS, including upgrades and fixes, are approved by management and implemented if consistent with 
information systems’ plans and management’s intentions. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.  Although there is an adequate change management process in 
place for NAMIS, which includes the approval and prioritization of changes by the NAMIS User Group (NUG), it is not being consistently followed by 
developers. 
 
Issue noted: 
 
Risk Observation Impact  Recommendation 
High Although there is an adequate 

change management process in 
place for NAMIS, it is not being 
consistently followed by 
developers.  Out of a sample of 
six NAMIS source code 
modifications, only 4 could be 
cross-referenced to the Rational 
Clear Quest System to obtain 
evidence of management 

Lack of documentation and 
formal processes regarding 
programming changes could 
result in the implementation 
of unauthorized changes or 
changes that are not 
consistent with users’ or 
management’s expectations.  
Furthermore there is a risk 
that future maintenance of the 

We recommend that 
management monitor 
adherence to the change 
management process to 
ensure its consistent use by all 
developers. 
 

Risk Observation Impact  Recommendation 
Medium Testing results and details of test 

procedures conducted are not 
formally documented for changes 
in NAMIS.  QA conducts tests 
and prints some test results, but 
there is no formal retention 
schedule for test results. 
(See Appendix A, #12) 

If test plans and test results 
are not formally documented 
and retained, there is a 
potential risk of having future 
problems with newly 
implemented changes to 
NAMIS due to a lack of 
scope in the testing stage.  
The requirement for formal 
user acceptance approval 
helps to place a burden of 
ownership on the users to 
ensure that adequate testing 
occurs. 

We recommend that prior to 
testing, testing procedures and 
the scope of testing be 
documented.  After 
satisfactory completion of the 
pre-defined tests, users should 
sign-off to formally approve 
system changes or 
enhancements.  This will 
reduce the risk of failing to 
catch errors during the 
implementation of a change to 
a system or application.  
Finally, we recommend that 
testing documentation be 
retained for audit trail 
purposes in the event that any 
future processing problems 
occur. 
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approval. 
(See Appendix A, #4) 
 

application including problem 
resolution could become 
more difficult. 

 
4.11 Audit Objective: 

Network and communications software is appropriately implemented and functions consistent with management’s intentions and all necessary 
modifications to existing network and communications software are implemented in a timely manner. 
 
Audit Criteria No 11.1 
New network and communications software and modifications to network and communications software are tested in accordance with test plans that 
include, as appropriate, system and unit testing, interface testing, parallel testing, capacity testing, and user acceptance testing. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   
 
Issue noted: 

 
Risk Observation Impact  Recommendation 
High Testing of network and 

communications software 
modifications is conducted 
informally and is not documented.  
(See Appendix A, #5) 
 

If test plans and test results 
are not formally documented 
and retained, there is a 
potential risk of having future 
problems with newly 
implemented changes to the 
network and communications 
software that supports 
NAMIS, due to a lack of 
scope in the testing stage.   

We recommend that prior to 
testing, testing procedures and 
the scope of testing be 
documented.  This will reduce 
the risk of failing to catch 
errors during the 
implementation of a change to 
the network and 
communications software that 
supports NAMIS.  Finally, we 
recommend that testing 
documentation be retained for 
audit trail purposes in the 
event that any future 
processing problems occur. 

 
Audit Criteria No 11.2 
User and other requests for modifications to network infrastructure and communications software, including upgrades and fixes, are approved by 
management and implemented if consistent with information systems’ plans and management’s intentions. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   
 
Issue noted: 
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Risk Observation Impact  Recommendation 
High No formally documented change 

management process is used to 
handle changes to the network and 
communications software that 
supports NAMIS.  Change 
requests are handled informally, 
and there is no formal 
approval/sign-off process. As 
modifications are not logged, it is 
not possible to verify if all 
changes were approved by 
management. 
(See Appendix A, #3) 

Lack of documentation and 
formal processes regarding 
network and communications 
software changes could result 
in the implementation of 
unauthorized changes or 
changes that are not 
consistent with 
management’s expectations.  
Furthermore, without proper 
documentation, there is a risk 
that future maintenance of 
network and communications 
software, including problem 
resolution, could become 
more difficult. 

We recommend that the 
change management process 
be formalized, including 
change request forms 
supported by proper policies 
and procedures.  We further 
recommend approval 
documents be retained for 
audit trail and reference 
purposes. 

 
4.12 Audit Objective: 

Systems software is appropriately implemented and functions consistent with management’s intentions and all necessary modifications to existing systems 
software are implemented in a timely manner. 
 
Audit Criteria No 12.1 
New systems software and modifications to systems software are tested in accordance with test plans that include, as appropriate, system and unit 
testing, interface testing, parallel testing, capacity testing, and user acceptance testing. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   
 
Issue noted: 

 
Risk Observation Impact  Recommendation 
High Testing of systems software 

modifications is conducted 
informally and is not documented.  
(See Appendix A, #6) 
 

If test plans and test results 
are not formally documented 
and retained, there is a 
potential risk of having future 
problems with newly 
implemented changes to the 
systems software that 
supports NAMIS, due to a 
lack of scope in the testing 
stage.   
 

We recommend that prior to 
testing, testing procedures and 
the scope of testing be 
documented.  This will reduce 
the risk of failing to catch 
errors during the 
implementation of a change to 
the systems software that 
supports NAMIS.  Finally, we 
recommend that testing 
documentation be retained for 
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audit trail purposes in the 
event that any future 
processing problems occur. 
 

 
Audit Criteria No 12.2 
User and other requests for modifications to systems software including upgrades and fixes released by vendors are approved by management and 
implemented if consistent with information systems’ plans and management’s intentions. 
 
Based on our review of the process and testing conducted, this standard is NOT being met.   
 
Issue noted: 
 
Risk Observation Impact  Recommendation 
High No formally documented change 

management process is used to 
handle changes to the systems 
software that supports NAMIS.  
Change requests are handled 
informally, and there is no formal 
approval/sign-off process. As 
modifications are not logged, it is 
not possible to verify if all 
changes were approved by 
management. 
(See Appendix A, #3) 

Lack of documentation and 
formal processes regarding 
systems software changes 
could result in the 
implementation of 
unauthorized changes or 
changes that are not 
consistent with 
management’s expectations.  
Furthermore, without proper 
documentation, there is a risk 
that future maintenance of 
systems software, including 
problem resolution, could 
become more difficult. 

We recommend that the 
change management process 
be formalized, including 
change request forms 
supported by proper policies 
and procedures.  We further 
recommend approval 
documents be retained for 
audit trail and reference 
purposes. 
 

 
 
4.13 Audit Objective: 

Information systems strategies, plans, and budgets are consistent with the entity’s business and strategic goals. 
 
Audit Criteria No 13.1 
Information systems strategies and long- and short-term plans have been formulated and approved by management to support the overall business 
strategy and information systems requirements. Information systems performance is monitored by management against these long- and short-term 
plans. 

 
Based on our review of the process and testing conducted, this standard is being met.  
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There is an ISD annual report to NSERC, which includes budget information and plans.  The NUG meetings also discuss NAMIS planning aspects. 
  

 
4.14 Audit Objective: 

Outsourced vendors’ service levels meet or exceed management’s expectations. 
 
Audit Criteria No 14.1 
Management monitors information system service levels and initiates corrective action if performance does not meet expected service levels. 
 
Based on our review of the process and testing conducted, this standard is not applicable for NSERC.   
 
Based on discussion with the ISD Project Manager no primary IT function is outsourced.   For smaller contracts, such as contracts with consultants, 
Treasury Board Policies are used (per t discussions with the Project Development Advisor, the ISD Project Manager, and the Manager Technical Services 
and IT Security Coordinator). 
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5. FINDINGS- EASE OF USE/BREADTH OF REACH 
 

5.1 Audit Objective: 
Determine to which extent NAMIS has proven to be an effective tool in terms of ease of use, breadth of reach, etc. 
 
In order to analyze the ease of use and breadth of reach of the NAMIS system, we prepared a list of key evaluation criteria (in the areas of “user 
experience”, “functionality”, “system architecture”, and “help and support”), performed a number of focus groups with the user community and obtained 
survey results and qualitative information surrounding the user opinions on the various criteria identified.   

 
The various users were grouped into focus group to facilitate the discussion.  The focus groups were categorized as follows: 
 
Group Composition 
NUG Members of the NAMIS User Group from across various functions.  The NUG is 

responsible for prioritization of changes and for interfacing between ISD and the user 
community. 

Heavy Users This group consisted of users who are actively involved in using NAMIS on a day-to-day 
basis. 

Light Users Consisting largely of managers, this group was represented users who have a need to use 
NAMIS on an occasional basis – largely for data lookup or reporting. 

Expert Users This group was represented by members of ISD as well as the eBusiness team 
 
User Experience 
General Findings: 
• The Heavy user group had the most reservations with respect to the usability of NAMIS.  The most significant concerns related to responsiveness, the 

ability to query for information and the ability to tailor the application to specific job functions or departments.   
• When analyzing the information by the participants’ functional areas, it was noted that users in the areas of Grants and RPP expressed the greatest need 

for improvements within the system.  User personalization issues were noted from Finance and RPP who had a general feeling that the system is 
specifically setup to accommodate a single functional area (i.e. Grants and Scholarships) and that additional personalization or departmental 
adjustments would be appropriate to improve the ease of use of NAMIS. 

 
Recommendations: 
NSERC should investigate the possibility of background processing of reports to allow concurrent usage of the application while reports are being run.  
This will improve user productivity. 
 
It is also recommended that NSERC consider tailoring NAMIS to incorporate departmental specific views of the application.  This would facilitate the ease 
the use of the application within each department.   This may involve the creation of additional screens that are tailored to specific business units to allow 
for a screen layout more relevant and intuitive for that department. 
 
Both of these recommendations will need to be supported by a cost benefit and prioritization analysis but were the most significant items raised by the 
analysis performed in this category. 
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Functionality 
General Findings: 
• All groups generally felt that NAMIS required a number of supplemental tools or manual procedures to supplement daily routines.  Most notably, 

Heavy and Light user groups found that a number of additional automations were desired for areas that are currently tracked manually.  With respect to 
integration, most users were quite satisfied with the level of internal integration of NAMIS. 

• Across business units, RPP expressed the most concerns with respect to the Functionality category.  Largely these comments related to reporting within 
NAMIS as well as the existence of external systems and processes required to supplement the applicant files and to provide statistics and analysis of 
information. 

 
Recommendations: 
Based on the analysis performed, there are a number of functional areas that users feel are not currently being addressed by the existing applications.  
Requirements have been identified in the area of stakeholder management including the management interactions, inquiries, feedback, appeals, site visits, 
promotions, prospecting and conferences.  Although NAMIS was not designed to include these items, there appears to be business requirements that are not 
currently being met in this area.  We recommend that NSERC consider in its strategic plan the implementation of a Customer Relationship Management 
(CRM) tool to support functionality not currently supported by NAMIS.   
 
The use of CRM tools is becoming popular with granting organizations looking to supplement or replace operational systems.  The introduction of a 
commercial off the shelf application to the NSERC IT environment would also allow the organization to reduce risk involved with custom development 
projects and would allow NSERC to ensure that they maintain currency with new technologies without requiring significant investments by the internal IT 
function.  This type of enterprise tool may also serve as a strong foundation for NSERC’s eBusiness initiatives if desired. A full analysis of this option 
should be considered but will need to be supported by a business case and corporate prioritization review. 
 
System Architecture 
General Findings: 
• The variability of level of satisfaction among the various focus groups was quite significant in this category with the exception of system stability, 

which was viewed as quite satisfactory by all users.   
• When analyzed across business units, the Grants group had the most notable concerns.  All groups other than ISD and Other (mostly Expert users) had 

concerns relating to the flexibility and adaptability of the system and the effectiveness of the change control process. 
 

Recommendations: 
It is recommended that NSERC review the current process for evaluating and prioritizing changes requested by users.  Responses from participants indicate 
that there are potential opportunities for improvement in the prioritization process or at a minimum, the focus group ratings suggest that users may require 
further education on why decisions are made in the context of other NSERC initiatives and priorities. 

 
Help and Support 
General Findings: 
• On-line user help and the availability of procedures manuals were rated relatively favourably by most participants.  There were some concerns as to 

how current the information is; however, it was also noted that most users rarely referred to the guides or help features in favour of asking colleagues or 
ISD. 
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• The initial training program was also rated favourably by the groups.  Every new user receives a walkthrough of the application and procedures guides 
prior to commencing their work.  Users did note, however, that a follow-on training program could be useful for allowing users to continue leveraging 
the features of the applications and ensuring that they are consistently using the system across functions.  Suggestions were given that intermediate and 
advanced training sessions or regular ‘lunch and learn’ sessions to discuss new topics would be useful. 

 
Recommendations:  
Based on our analysis, we recommend that NSERC review its on-going training program and curriculum as many users identified a need for further 
advanced training beyond that provided to new users.  Considerations for this program should include the execution of periodic Advanced Functionality 
training sessions and/or the initiation of ‘lunch and learn’ review sessions to discuss various topics.  These sessions should be performed with groups of 
users rather than one-on-one to promote the sharing of ideas and the delivery of consistent messages to all users. 
 
Refer to Appendix C for an overview of the Ease of Use/Breadth of Reach results. 
 

6. CONCLUSION 
 
We concluded that, while business process controls are adequate to support the audit objectives, general computer controls in some areas do not appear to 
be operating effectively to support NAMIS processing.   In addition, there are risks related to NAMIS access and segregation of duties.  Although several 
control strengths were noted, we concluded that the overall control framework is not adequate due to the risks noted. 
 
Application (Business Process) Controls are adequate to support the following objectives: 

1. NAMIS supports the enhanced business rules for: 
• Ensuring data integrity; 
• Managing and monitoring applications through the lifecycle of NSERC’s granting process; 
• Receiving and capturing the initial application; 
• Monitoring peer review; 
• Managing post awards; and, 
• Reporting. 

2. NAMIS provides appropriate funding and payment tracking controls. 
3. Appropriate controls are in place for any financial information flowing from NAMIS to FPAM. 
 

There is a risk, however, as it relates to security and segregation of duties issues.  From this perspective, there is the risk that an invalid application and/or 
payment may be processed and may not be prevented or detected by the current controls in place.  Although our testing did not reveal any such cases, 
further focused testing would be required to gain a higher level of assurance given the unmitigated risks in the control environment.  
 
General Computer Controls do not appear to be operating effectively to support the above control objectives, specifically in the areas of logical security 
and application/system change and maintenance.  From this perspective, there are specific risks that there are unauthorized application/system changes, 
changes not functioning as intended, unauthorized system access that could affect NAMIS processing.   
It is our overall opinion that there is a need for substantial improvements in the internal controls in the areas of logical security and application and system 
development and maintenance. 
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Regarding the ease of use and breadth of reach of NAMIS, we concluded that, while users are generally satisfied with NAMIS there are clear 
opportunities of improvement that should be addressed in order to promote ease of use and breadth of reach. 
 
In our professional judgement, sufficient and appropriate audit procedures have been conducted and evidence gathered to support the accuracy of the 
conclusions reached and contained in this report.  The conclusions were based on a comparison of the situations as they existed at the time against the audit 
criteria.  The conclusions are only applicable for NSERC. 
 
This internal audit was conducted in accordance with the Treasury Board Policy on Internal Audit and the Institute of Internal Auditors Standards for the 
Professional Practice of Internal Auditing.   
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APPENDIX A 
MANAGEMENT ACTION PLANS 
 
Summary of Observation/Impact/Recommendation sorted by Risk Ranking. 
 
Risk Observation Impact  Recommendation 
High 1. During our end user security 

testing, we noted that access to 
maintain budget information is not 
restricted to authorized personnel.  
For example, 21 users have access 
to Council Finance Allotments 
when this should be restricted to 3 
users. 
 
We also noted that 10 users have 
access to the funding tab, the 
payment tab and the application 
folder.   
(See page 7) 

All users access in NAMIS 
should be restricted to the 
functionality specifically 
required for the individual’s 
job requirements. 
 
There is an increased risk of 
segregation of duties issues 
associated with broad access.  
In this case, a user could 
create an application, process 
the fund transfer and 
release/change payments 

We recommend that end-user 
access rights in the production 
environment be reviewed in 
order to ensure that users only 
have access to the 
functionality required for their 
job duties.   
 
If access cannot be restricted 
in the system, we recommend 
that the business ensures 
adequate and effective 
monitoring or compensating 
controls are in place to reduce 
the risk to an acceptable level. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
High 2. During our end user security 

testing, we noted that access to 
transfer funds in NAMIS is not 
restricted to those users who 
require such access (for example 
Data and Program Coordinators 
and some Program Assistants).  
Over 100 users have access to 
transfer funds.  Most of these 
users also have access to process 
applications, which creates a 
segregation of duties risk. 
 
Currently there is no mechanism 
to restrict users to only the 
transfer field in the funding tab 
versus other fields.   
 
(See page 5) 

 

All users access in NAMIS 
should be restricted to the 
functionality specifically 
required for the individual’s 
job requirements.  There is an 
increased risk of segregation 
of duties issues associated 
with broad access, 
specifically there is an 
increased risk that an 
individual could process an 
invalid award and fund 
transfer.    

We recommend that end-user 
access rights in the production 
environment be reviewed in 
order to ensure that users only 
have access to the 
functionality required for their 
job duties.   
 
If possible, we recommend an 
enhancement be made to 
NAMIS to restrict the fund 
transfer functionality (either 
by restricting by field or 
moving this functionality to a 
new tab). 
 
Alternatively, we recommend 
that the business ensures 
adequate and effective 
monitoring or compensating 
controls are in place to reduce 
the risk to an acceptable level. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
High 3. No formally documented 

change management process is 
used to handle changes to the 
network and communications 
software, and the systems 
software, that supports NAMIS.  
Change requests are handled 
informally, and there is no formal 
approval/sign-off process. As 
modifications are not logged, it is 
not possible to verify if all 
changes were approved by 
management. 
(See page 15 and 16) 

Lack of documentation and 
formal processes regarding 
network and communications 
software and systems 
software changes could result 
in the implementation of 
unauthorized changes or 
changes that are not 
consistent with 
management’s expectations.  
Furthermore there is a risk 
that future maintenance of 
network and communications 
software and systems 
software, including problem 
resolution, could become 
more difficult. 

We recommend that the 
change management process 
be formalized, including 
change request forms 
supported by proper policies 
and procedures.  We further 
recommend approval 
documents be retained for 
audit trail and reference 
purposes. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
High 4. Although there is an adequate 

change management process in 
place for NAMIS, it is not being 
consistently followed by 
developers.  Out of a sample of 
six NAMIS source code 
modifications, only 4 could be 
cross-referenced to the Rational 
Clear Quest System to obtain 
evidence of management 
approval. 
(See page 14) 

Lack of documentation and 
formal processes regarding 
programming changes could 
result in the implementation 
of unauthorized changes or 
changes that are not 
consistent with users’ or 
management’s expectations.  
Furthermore, without proper 
documentation, there is a risk 
that future maintenance of the 
application including problem 
resolution could become 
more difficult 

We recommend that 
management monitor 
adherence to the change 
management process to 
ensure its consistent use by all 
developers. 
 

Management Action Plan: 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
High 5. Testing of network and 

communications software 
modifications is conducted 
informally and is not documented.  
(See page 15) 
 

If test plans and test results 
are not formally documented 
and retained, there is a 
potential risk of having future 
problems with newly 
implemented changes to the 
network and communications 
software that supports 
NAMIS, due to a lack of 
scope in the testing stage.   

We recommend that prior to 
testing, testing procedures and 
the scope of testing be 
documented.  This will reduce 
the risk of failing to catch 
errors during the 
implementation of a change to 
the network and 
communications software that 
supports NAMIS.  Finally, we 
recommend that testing 
documentation be retained for 
audit trail purposes in the 
event that any future 
processing problems occur. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
High 6. Testing of systems software 

modifications is conducted 
informally and is not documented.  
(See page 16) 

If test plans and test results 
are not formally documented 
and retained, there is a 
potential risk of having future 
problems with newly 
implemented changes to the 
systems software that 
supports NAMIS, due to a 
lack of scope in the testing 
stage.   
 

We recommend that prior to 
testing, testing procedures and 
the scope of testing be 
documented.  This will reduce 
the risk of failing to catch 
errors during the 
implementation of a change to 
the systems software that 
supports NAMIS.  Finally, we 
recommend that testing 
documentation be retained for 
audit trail purposes in the 
event that any future 
processing problems occur. 
 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
High 7. The ability to modify, delete or 

create NAMIS executable files is 
not appropriately restricted.  
Currently, fifteen users have write 
access to the directory where the 
NAMIS production executable 
files are located (i.e., 
P:/Namis/Prod/), including two 
individuals who no longer work 
for NSERC.   
(See page 9) 

Unauthorized changes to 
NAMIS may cause inaccurate 
information, inappropriate 
use of system resources, and 
excessive maintenance or 
support to correct processing 
problems. 

We recommend that NSERC 
limit write access to 
P:/NAMIS/Prod to the 
employee responsible for 
migrating programs to the 
production environment, and 
one backup person.  This will 
help prevent unauthorized 
changes to NAMIS.   

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Medium 8. In reviewing the post award 

process, it was noted that some 
Universities sent no 
documentation to NSERC to 
confirm eligibility of award 
recipients.   
(See page 6) 

There is a risk that ineligible 
award holders continue to 
receive payments. 

We recommend that 
Universities be required to 
send confirmation of 
eligibility and that this policy 
be enforced by the Post 
Awards team.  If eligibility 
confirmation is not sent, we 
recommend that funding be 
withheld.  

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
Medium 9. During testing, it was noted that 

Committee Chairs and Program 
Officers do not sign the 
competition spreadsheets for 
Scholarships.  (This is not the case 
for Grants, where the Committee 
Chair and the Program Officer 
physically sign the competition 
spreadsheet.) 
(See page 4) 

The lack of a formal approval 
makes it impossible to 
determine if the final awards 
were in fact approved by the 
Committee and verified by 
the Program Officer. 

We recommend that the 
process for scholarships 
include the formal signature 
of the Committee Chair as 
well as the Program Officer.  
Although the cut off line may 
change (based on the number 
of awards available for 
distribution) this would 
provide and audit trail of the 
Committee’s decision as to 
ranking.  This also helps to 
enforce accountability. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Medium 10. Access to execute batch 

programs in NAMIS is not 
appropriately restricted.  For 
instance, of the 13 users capable 
of running the batch transfer of 
Grants funding to payment and 
the 9 users capable of running the 
batch transfer of Scholarships 
funding to payment, only two 
require these access rights. 
(See page 10) 

Unnecessary access rights to 
run batch upload processes in 
NAMIS puts the integrity of 
corporate information at risk. 

We recommend that access to 
the batch uploads of 
competition spreadsheets and 
the batch transfer of funds 
from funding to payment 
functions in NAMIS should 
be restricted to individuals 
who require this access to 
perform their job 
responsibilities 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
Medium 11. Although there is a process in 

place for data owners to authorize 
access requests for users, there is 
an insufficient audit trail.  For 
example, data owners do not 
specify the 
tabs/reports/utilities/programs for 
which access should be granted 
(instead they state “give the same 
access as X user…”).  Since the 
access of the users referred to by 
the data owner is not detailed in 
the form, it is not possible to 
verify if a user’s current access is 
actually what was approved by the 
data owner at the time the form 
was completed.   
(See page 10) 
We also noted that the 
appropriateness of access granted 
to users is not reviewed on a 
regular basis by data owners. 
 
Furthermore, access rights were 
tested for a sample of 15 users and 
in some cases access was found to 
be excessive.  For example, 3 
Finance users that were in our 
sample have access in excess of 
what is required for their job 
functions. 
 

The absence of detailed 
access authorizations and 
regular access reviews from 
data owners resulted in users 
having inappropriate access, 
thereby putting the 
organization’s assets and the 
integrity of corporate 
information at risk. 

We recommend that NSERC 
data owners authorize access 
requests at the tab, report, 
utility and program levels.  
Furthermore, data owners 
should review access granted 
to users on a regular basis.   
 
We further recommend that 
there be a link with Human 
Resources to ensure that 
access is updated/removed as 
appropriate when a user 
leaves/transfers. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
Medium 12. Testing results and details of 

test procedures conducted are not 
formally documented for changes 
in NAMIS.  QA conducts tests 
and prints some test results, but 
there is no formal retention 
schedule for test results. 
(See page 14) 

If test plans and test results 
are not formally documented 
and retained, there is a 
potential risk of having future 
problems with newly 
implemented changes to 
NAMIS due to a lack of 
scope in the testing stage.  
The requirement for formal 
user acceptance approval 
helps to place a burden of 
ownership on the users to 
ensure that adequate testing 
occurs. 

We recommend that prior to 
testing, testing procedures and 
the scope of testing be 
documented.  After 
satisfactory completion of the 
pre-defined tests, users should 
sign-off to formally approve 
system changes or 
enhancements.  This will 
reduce the risk of failing to 
catch errors during the 
implementation of a change to 
a system or application.  
Finally, we recommend that 
testing documentation be 
retained for audit trail 
purposes in the event that any 
future processing problems 
occur. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Medium 13. Although a form was 

developed for employees to sign-
off on the Council Policy on the 
Acceptable Use of Electronic 
Networks, its usage and 
acceptance has not been mandated 
and most employees have not 
signed it. 
(See page 12) 

There is an increased risk that 
users do not understand 
and/or comply with the 
Acceptable Use of Electronic 
Networks Policy. If users are 
not asked to read and sign the 
policy it also becomes more 
difficult for NSERC to 
enforce. 

We recommend that 
responsibility for 
implementing this process by 
clearly assigned and that the 
individual responsible follow 
up as appropriate so that all 
employees have a signed Use 
of Electronic Networks form 
on file. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
Medium 14. No contract was available to 

verify that backup tapes are stored 
in an environmentally controlled 
location and no NSERC 
representative has visited the 
offsite storage location in the past 
2-3 years 
(See page 13) 

Damage to information 
resources can result from a 
variety of causes, including 
heat, smoke, fire, humidity, 
flooding, earthquakes, and 
electrical disruption.  If 
physical information 
resources are not adequately 
safeguarded, such resources 
may not be available when 
they are needed and/or 
recovery of such resources 
may be delayed in the event 
of an emergency. 

We recommend that 
provisions be made in the 
contract, giving NSERC a 
right to audit or obtain third 
party assurance on a regular 
basis of the adequacy of 
information system controls 
in place at the offsite backup 
location. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Low 15. During testing, it was noted 

that in several cases it was 
difficult to discern signatures on 
competition files. 
(See page 4) 

There is the risk that the 
competition files do not have 
appropriate approval, 
increasing the risk of invalid 
awards. 

We recommend that a formal 
sign off template be 
established that includes the 
name and title of the 
individuals required to sign 
off. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Low 16. For RPP, applications are 

processed in NAMIS by Program 
Assistants.  There is no review of 
data entered in NAMIS to ensure 
accuracy and completeness of 
information.  It should be noted, 
however, that no issues were 
identified through the testing of 
the RPP applications/files. 
(See page 3) 

There is the risk that data 
entry errors will not be 
detected as there is no 
monitoring or subsequent 
review of data entry. 

We recommend that a process 
be implemented whereby the 
data entered in NAMIS is 
reviewed by Program Officers 
on an ad hoc basis to ensure 
accuracy and completeness of 
the data entered. 
 
 



Audit of NSERC Award Management System      

Internal Audit and Risk Management Services, NSERC     Page 37 

Risk Observation Impact  Recommendation 
Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Low 17. The checklists used for review 

of the applications are not always 
retained with the application- 
specifically for Scholarships.  
Checklists are only retained if 
there are issues identified for 
follow up. 
(See page 3) 

If the application processing 
checklists are not retained in 
the file, there is no audit 
evidence to confirm their use.   
Furthermore, there is no trail 
for review if issues are 
subsequently identified.  

We recommend that the 
application processing 
checklists by retained in the 
application file. 
 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Low 18. Several Program Assistants in 

RPP use Excel or Lotus Notes to 
help track the applications and to 
serve as a “bring forward” system.  
(See page 4) 

The use of parallel systems 
results in duplicate entry and 
increases the risk of error and 
incomplete data entry. 

We recommend that the use 
of parallel systems be further 
examined by NSERC to 
determine if the functionality 
could be provided through 
NAMIS.   
 
Also see Audit Objective 3.4 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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Risk Observation Impact  Recommendation 
Low 19. There is no review of master 

data changes to ensure accuracy 
of data entry, although there are 
periodic data review projects 
conducted on a larger scale. 
 
During testing, a data entry error 
was noted upon the creation of a 
new organization (keying error on 
address).  
(See page 5) 

Failure to review master data 
entry in NAMIS increases the 
risk of errors and invalid 
changes remaining 
undetected. 

We recommend that 
consideration be given to 
establishing an independent 
review of master file changes 
to ensure that all changes 
made in NAMIS are 
complete, accurate and valid.  
This could be facilitated by 
the use of a change report 
from NAMIS.    
 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
Low 20. NSERC/SSHRC currently 

share the computer room with 
Canada Council however, NSERC 
does not have direct control over 
staff authorized to access the 
computer room by Canada 
Council. 
(See Page 11) 

NSERC’s information 
resources include computer 
hardware, peripheral devices, 
data storage media, and 
information systems 
documentation.  Physical 
access to such resources 
makes it possible for the user 
to view, use, damage, or 
misappropriate these 
resources.  . 

We recommend that access to 
NSERC/SSHRC information 
resources be restricted to 
authorized NSERC/SSHRC 
personnel only. 

Management Action Plan: 
 
 
Expected Completion Date: 
Responsible Organization: 
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APPENDIX B 
OVERVIEW OF RESULTS – BY CRITERIA 
Below is a summary, by criteria as to whether the criteria was (√) met, (−) partially met, or (X) not met. 
 
Audit Objective Audit 

Criteria 
Page 
Reference 

Result 

Section 3- Business Process Controls 

1.1 3 √   

1.2 4  −  

1.3 4 √   

1.4 5   X 

3.1 Ensure that NAMIS supports the enhanced 
business rules for: 

• Ensuring data integrity; 
• Managing and monitoring applications 

through the lifecycle of NSERC’s 
granting process; 

• Receiving and capturing the initial 
application; 

• Monitoring peer review; Managing 
post awards; and, 

• Reporting. 

1.5 5 See section 4 

2.1 6 √   

2.2 6  −  

2.3 6 √   

2.4 7   X 

3.2 Ensure that NAMIS provides appropriate 
funding and payment tracking controls. 

 

2.5 7 See section 4 
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Audit Objective Audit 
Criteria 

Page 
Reference 

Result 

3.1 7 √   
3.3 Ensure appropriate controls are in place for 
any financial information flowing from NAMIS 
to FPAM. 
 

3.2 8 See section 4 

Section 4- General Computer Controls 
4.1 Batch processes are executed timely and to 
normal completion. 1.1 9 √   
4.2 Only valid production programs are 
executed. 2.1 9   X 
4.3 All financial data is transferred completely 
from NAMIS to FPAM (interface). 3.1 10 √   
4.4 Logical security tools and techniques are 
implemented and configured to enable 
restriction of access to NAMIS. 

4.1 10 √   
4.5 Logical security tools and techniques are 
administered to restrict access to NAMIS 
programs, data, and other information 

5.1 10   X 
4.6 Physical access restrictions are 
implemented and administered to ensure that 
only authorized individuals have the ability to 

6,1 11 √   
4.7 Information resources are protected against 
environmental hazards and related damage. 
 

7.1 12 √   

8.1 12 √   
4.8 Policies and Procedures are documented for 
the overall direction and implementation of 
information security. 
 

8.2 12   X 
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Audit Objective Audit 
Criteria 

Page 
Reference 

Result 

9.1 13 √   

9.2 13 √   

9.3 13 √   

9.4 13 Unable to conclude  

4.9 In the event of a disaster, essential business 
processes and information systems can be 
recovered in a timely fashion.  
 

9.5 13 √   

10.1 14   X 
4.10 NAMIS is appropriately implemented and 
functions consistent with management’s 
intentions and all necessary modifications to 
NAMIS are implemented in a timely fashion. 

10.2 14   X 

11.1 15   X 
4.11 Network and communications software is 
appropriately implemented and functions 
consistent with management’s intentions and all 
necessary modifications to existing network 
and communications software are implemented 
in a timely manner. 

11.2 15   X 

12.1 16   X 
4.12 Systems software is appropriately 
implemented and functions consistent with 
management’s intentions and all necessary 
modifications to existing systems software are 
implemented in a timely manner. 12.2 16   X 
4.13 Information systems strategies, plans, and 
budgets are consistent with the entity’s business 
and strategic goals. 

13.1 17 √   
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Audit Objective Audit 
Criteria 

Page 
Reference 

Result 

4.14 Outsourced vendors’ service levels meet 
or exceed management’s expectations. 14.1 17 Not applicable 

 

APPENDIX C 
OVERVIEW OF EASE OF USE/BREADTH OF REACH RESULTS  
The graph below is an overview of the average responses from the focus group participants for each are of questions: functionality, help and support, 
system architecture, and user experience.  

1 Very satisfied 
2 Satisfied but some improvements de
3 Dissatisfied, many improvements re
4 Very dissatisfied, improvements are

necessary 


