
NAMIS AUDIT REPORT 
MANAGEMENT (ACTION PLANS) RESPONSE 

 

      Page 1 of 3 

 
Responsibility  

Centre 
Audit 

Observation/Impact/Recommendation 
Risk 
Level 

 
Due Date 

Management 
Response 

 
 
 
 
 
 
 
 
 
 

FIN 
ISD 

1. Observation 
 During our end user security testing, we noted that access to maintain 
budget information is not restricted to authorized personnel.  For 
example, 21 users have access to Council Finance Allotments when this 
should be restricted to 3 users. 

 We also noted that 10 users have access to the funding tab, the payment 
tab and the application folder.   

Impact 
 All users access in NAMIS should be restricted to the functionality 

specifically required for the individual’s job requirements. 
 There is an increased risk of segregation of duties issues associated with 

broad access.  In this case, a user could create an application, process the 
fund transfer and release/change payments. 

Recommendation 
 We recommend that end-user access rights in the production 
environment be reviewed in order to ensure that users only have access 
to the functionality required for their job duties.   

 If access cannot be restricted in the system, we recommend that the 
business ensures adequate and effective monitoring or compensating 
controls are in place to reduce the risk to an acceptable level. 

 
High 

 
March 31, 
2004 
 
In Progress 

 
Agreed. NSERC will limit access only to 
those individuals who require it. The NAMIS 
User Group will review access rights annually 
from now on. 

NUG 
ISD 

2. Observation 
 During our end user security testing, we noted that access to transfer 
funds in NAMIS is not restricted to those users who require such access 
(for example Data and Program Coordinators and some Program 
Assistants).  Over 100 users have access to transfer funds.  Most of these 
users also have access to process applications, which creates a 
segregation of duties risk.  

 Currently there is no mechanism to restrict users to only the transfer 
field in the funding tab versus other fields.  

Impact 
 All users access in NAMIS should be restricted to the functionality 
specifically required for the individual’s job requirements.  There is an 
increased risk of segregation of duties issues associated with broad 
access, specifically there is an increased risk that an individual could 
process an invalid award and fund transfer.  

Recommendation 
 We recommend that end-user access rights in the production 

 
High 

 
March 31, 
2004 
 
In Progress 

 
Agreed.  A review of the security access 
management is planned for the coming year to 
ensure that users only have access to the 
functionality for their job duties.   
 
The NAMIS User Group agreed to review 
access control at the field level and implement 
this solution when justified from a data 
integrity and security perspective. 
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environment be reviewed in order to ensure that users only have access 
to the functionality required for their job duties.   

 If possible, we recommend an enhancement be made to NAMIS to 
restrict the fund transfer functionality (either by restricting by field or 
moving this functionality to a new tab). 

 
 
 
 

 
 
 
 
 

ISD 

3. Observation 
 No formally documented change management process is used to handle 
changes to the network and communications software, and the systems 
software, that supports NAMIS.  Change requests are handled 
informally, and there is no formal approval/sign-off process. As 
modifications are not logged, it is not possible to verify if all changes 
were approved by management. 

Impact 
 Lack of documentation and formal processes regarding network and 
communications software and systems software changes could result in 
the implementation of unauthorized changes or changes that are not 
consistent with management’s expectations.  Furthermore there is a risk 
that future maintenance of network and communications software and 
systems software, including problem resolution, could become more 
difficult. 

Recommendation 
 We recommend that the change management process be formalized, 

including change request forms supported by proper policies and 
procedures.  We further recommend approval documents be retained for 
audit trail and reference purposes. 

 
High 

 
March 31, 
2004 
 
In Progress 

 
Agreed.  Formal changes to the architecture 
which supports NAMIS should be tracked and 
approved.  A change management process will 
be instituted to document and approve 
activities which occur during maintenance 
windows. 

 
 
 
 
 
 
 

eBusiness 
ISD 

4. Observation 
 Although there is an adequate change management process in place for 

NAMIS, it is not being consistently followed by developers.  Out of a 
sample of six NAMIS source code modifications, only 4 could be cross-
referenced to the Rational Clear Quest System to obtain evidence of 
management approval. 

Impact 
 Lack of documentation and formal processes regarding programming 

changes could result in the implementation of unauthorized changes or 
changes that are not consistent with users’ or management’s 
expectations.  Furthermore, without proper documentation, there is a 
risk that future maintenance of the application including problem 
resolution could become more difficult. 

 
High 

 
Completed 

 
In looking at the cases studied by the 
consultants, it appears that the source of the 
problem may be that some eBusiness NAMIS-
related requests are logged into the eBusiness 
ClearQuest and not in the NAMIS ClearQuest 
database. Staff is aware by the nature of the 
case that it is eBusiness related, but the audit 
consultant would not have known that.  
 
A process will be implemented to enable a 
cross-reference between the NAMIS and 
eBusiness ClearQuest database.  This will 
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Recommendation 
 We recommend that management monitor adherence to the change 

management process to ensure its consistent use by all developers.  

allow the two development groups to properly 
track defects and enhancements between the 
two projects. 
 
 

 
 
 
 
 
 
 

ISD 

5. Observation 
 Testing of network and communications software modifications is 

conducted informally and is not documented.   
Impact 
 If test plans and test results are not formally documented and retained, 

there is a potential risk of having future problems with newly 
implemented changes to the network and communications software that 
supports NAMIS, due to a lack of scope in the testing stage.   

Recommendation 
 We recommend that prior to testing, testing procedures and the scope of 
testing be documented.  This will reduce the risk of failing to catch 
errors during the implementation of a change to the network and 
communications software that supports NAMIS.  Finally, we 
recommend that testing documentation be retained for audit trail 
purposes in the event that any future processing problems occur. 

 
High 

 
Winter 2004 
 
In Progress 

 
Agreed in principal.  However, without 
additional skilled resources, formal test plans 
with documented results will severely impact 
the responsiveness of the technical group.  
Given that NAMIS and other applications 
residing on the internal network have 
experienced virtually no downtime for years, 
the value of this recommendation is 
questionable. 

 
 
 
 
 

ISD/eBusiness 

6. Observation 
 Testing of systems software modifications is conducted informally and 

is not documented.   
Impact 
 If test plans and test results are not formally documented and retained, 
there is a potential risk of having future problems with newly 
implemented changes to the systems software that supports NAMIS, due 
to a lack of scope in the testing stage.   

Recommendation 
 We recommend that prior to testing, testing procedures and the scope of 
testing be documented.  This will reduce the risk of failing to catch 
errors during the implementation of a change to the systems software 
that supports NAMIS.  Finally, we recommend that testing 
documentation be retained for audit trail purposes in the event that any 
future processing problems occur. 

 
High 

 
March 31, 
2004 
 
In Progress 

 
The proposed recommendation is accepted.  
Project files will be updated with appropriate 
testing documentation and the technical 
testing procedures will be updated. 

 
 
 

7. Observation 
 The ability to modify, delete or create NAMIS executable files is not 

appropriately restricted.  Currently, fifteen users have write access to the 

 
High 

 
Completed 

 
This recommendation is accepted and has 
already been addressed. ISD has already  
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ISD 

directory where the NAMIS production executable files are located (i.e., 
P:/Namis/Prod/), including two individuals who no longer work for 
NSERC.   

Impact 
 Unauthorized changes to NAMIS may cause inaccurate information, 
inappropriate use of system resources, and excessive maintenance or 
support to correct processing problems. 

Recommendation 
 We recommend that NSERC limit write access to P:/NAMIS/Prod to the 
employee responsible for migrating programs to the production 
environment, and one backup person.  This will help prevent 
unauthorized changes to NAMIS. 

limited the  access to the “P” drive  to the 
employees responsible for migrating programs 
to the production environment.  Five 
employees will be allocated this access and 
will  be informed of their responsibility.  

 
 
 
 

FIN 

8. Observation 
 In reviewing the post award process, it was noted that some Universities 

sent no documentation to NSERC to confirm eligibility of award 
recipients.   

 
Impact 
 There is a risk that ineligible award holders continue to receive 

payments. 
Recommendation 
 We recommend that Universities be required to send confirmation of 
eligibility and that this policy be enforced by the Post Awards team.  If 
eligibility confirmation is not sent, we recommend that funding be 
withheld. 

 
Medium 

 
Completed 

 
Procedures and proper controls have been put 
in place to address this issue. 

 
 
 
 
 
 

S & F 

9. Observation 
During testing, it was noted that Committee Chairs and Program 
Officers do not sign the competition spreadsheets for Scholarships.  
(This is not the case for Grants, where the Committee Chair and the 
Program Officer physically sign the competition spreadsheet.) 

Impact 
 The lack of a formal approval makes it impossible to determine if the 
final awards were in fact approved by the Committee and verified by the 
Program Officer. 

Recommendation 
 We recommend that the process for scholarships include the formal 

signature of the Committee Chair as well as the Program Officer.  
Although the cut off line may change (based on the number of awards 

 
Medium 

 
Feb. 2004 
 
Completed 

 
Formal signature, by the selection committee 
chair and the program officer, of the ranked 
listings, indicating the award funding cut offs, 
will be implemented for the scholarships and 
fellowships programs, as of the February 
2004 competition for PGS/CGS and PDF. For 
other programs where there is a selection 
process, the procedure will be implemented as 
of the next selection committee meeting date 
for the program. It is understood that if the 
number of awards that can be offered changes 
or the cut off line must be adjusted for some 



NAMIS AUDIT REPORT 
MANAGEMENT (ACTION PLANS) RESPONSE 

 

      Page 5 of 3 

Responsibility  
Centre 

Audit 
Observation/Impact/Recommendation 

Risk 
Level 

 
Due Date 

Management 
Response 

available for distribution) this would provide and audit trail of the 
Committee’s decision as to ranking.  This also helps to enforce 
accountability. 

other reason (e.g., error detected during post 
competition verification or withdrawal of an 
application), the adjustment will be made and 
appropriately documented. 

 
 
 

 
POU 

(S & F 
RG) 
ISD 

10. Observation 
 Access to execute batch programs in NAMIS is not appropriately 

restricted.  For instance, of the 13 users capable of running the batch 
transfer of Grants funding to payment and the 9 users capable of running 
the batch transfer of Scholarships funding to payment, only two require 
these access rights. 

Impact 
 Unnecessary access rights to run batch upload processes in NAMIS puts 

the integrity of corporate information at risk. 
Recommendation 
 We recommend that access to the batch uploads of competition 

spreadsheets and the batch transfer of funds from funding to payment 
functions in NAMIS should be restricted to individuals who require this 
access to perform their job responsibilities. 

 
Medium 

 
May 2004 

 
NSERC accepts this recommendation and it 
will be implemented following a review of the 
access requirements.  
 

 
 
 
 
 
 
 
 
 
 
 
 

1.IMEP 
2.NUG 
3.ISD 

11. Observation 
 Although there is a process in place for data owners to authorize access 

requests for users, there is an insufficient audit trail.  For example, data 
owners do not specify the tabs/reports/utilities/programs for which 
access should be granted (instead they state “give the same access as X 
user…”).  Since the access of the users referred to by the data owner is 
not detailed in the form, it is not possible to verify if a user’s current 
access is actually what was approved by the data owner at the time the 
form was completed. 

 We also noted that the appropriateness of access granted to users is not 
reviewed on a regular basis by data owners. 

 Furthermore, access rights were tested for a sample of 15 users and in 
some cases access was found to be excessive.  For example, 3 Finance 
users that were in our sample have access in excess of what is required 
for their job functions. 

Impact 
 The absence of detailed access authorizations and regular access reviews 

from data owners resulted in users having inappropriate access, thereby 
putting the organization’s assets and the integrity of corporate 
information at risk. 

 
Medium 

 
June 2004 

 
Agreed. More detailed access right 
requirements will be defined and 
implemented. Supervisors will be responsible 
to determine appropriate access rights and this 
step will be incorporated in the IMEP process. 
In addition, NUG will review the access rights 
granted on a yearly basis to ensure proper and 
coordinated access.  
 
. 
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Recommendation 
 We recommend that NSERC data owners authorize access requests at 

the tab, report, utility and program levels.  Furthermore, data owners 
should review access granted to users on a regular basis. 

 We further recommend that there be a link with Human Resources to 
ensure that access is updated/removed as appropriate when a user 
leaves/transfers.  

 
 
 
 
 
 
 

eBusiness 
ISD 

12. Observation 
 Testing results and details of test procedures conducted are not formally 

documented for changes in NAMIS.  QA conducts tests and prints some 
test results, but there is no formal retention schedule for test results. 

Impact 
 If test plans and test results are not formally documented and retained, 
there is a potential risk of having future problems with newly 
implemented changes to NAMIS due to a lack of scope in the testing 
stage.  The requirement for formal user acceptance approval helps to 
place a burden of ownership on the users to ensure that adequate testing 
occurs 

Recommendation 
 We recommend that prior to testing, testing procedures and the scope of 

testing be documented.  After satisfactory completion of the pre-defined 
tests, users should sign-off to formally approve system changes or 
enhancements.  This will reduce the risk of failing to catch errors during 
the implementation of a change to a system or application.  Finally, we 
recommend that testing documentation be retained for audit trail 
purposes in the event that any future processing problems occur. 

 
Medium 

 
Completed 

 
Agreed. After satisfactory completion of a 
predefined tests, results will be make available 
to the users. The need for a user sign-off will 
be based on the complexity and scope of each 
project. The NAMIS User group is of the 
opinion that for most enhancement projects, 
the scope is small enough that a report from 
the Quality Assurance team would be 
sufficient. All  relevant documentation will be 
put on file as well as  made available in the 
intranet. 
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Security Officer 

13. Observation 
 Although a form was developed for employees to sign-off on the 

Council Policy on the Acceptable Use of Electronic Networks, its usage 
and acceptance has not been mandated and most employees have not 
signed it. 

Impact 
 There is an increased risk that users do not understand and/or comply 

with the Acceptable Use of Electronic Networks Policy. If users are not 
asked to read and sign the policy it also becomes more difficult for 
NSERC to enforce. 

Recommendation 
 We recommend that responsibility for implementing this process be 

clearly assigned and that the individual responsible follow up as 
appropriate so that all employees have a signed Use of Electronic 
Networks form on file. 

 
Medium 

 
March 31, 
2005 

 
A signed form was collected from employees 
on staff in April of 2000.   
 
The administrative burden of continuing this 
process with the existing resources available 
was mitigated by establishing an electronic 
notification message informing users of their 
responsibility to read and understand the 
policy, where a copy of the Policy may be 
consulted and a contact number for enquiries.  
This notification is set to display for all new 
accounts (which includes employees, temp 
help, consultants, etc.) on the Council’s 
network up to a maximum of five days.     
 
The requirement for a signed paper copy has 
been re-introduced for further discussion 
through a larger priority setting exercise 
within Security.  Priorities are expected to be 
established by the Fall of 2003.  Within this 
context a completion date and responsible 
person will be identified. 
 
October 2003 Update 
The priority setting exercise to the fiscal year 
end does not include the development of a 
signed form. However, this item will be 
included in the priorities to be established for 
the fiscal year 2004/05.  The policy will be 
reviewed in 2004/05 in its entirety and 
included will be a review of the requirement 
for a signed paper copy. 
 

 
 
 
 

14. Observation 
 No contract was available to verify that backup tapes are stored in an 
environmentally controlled location and no NSERC representative has 
visited the offsite storage location in the past 2-3 years 

 
Medium 

 
December 
2003 

 
The offsite tape storage facility and process is 
provided by the National Archives of Canada 
to government organizations.  While it is 
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ISD 

Impact 
 Damage to information resources can result from a variety of causes, 

including heat, smoke, fire, humidity, flooding, earthquakes, and 
electrical disruption.  If physical information resources are not 
adequately safeguarded, such resources may not be available when they 
are needed and/or recovery of such resources may be delayed in the 
event of an emergency. 

Recommendation 
 We recommend that provisions be made in the contract, giving NSERC 

a right to audit or obtain third party assurance on a regular basis of the 
adequacy of information system controls in place at the offsite backup 
location. 

likely that the service meets government 
standards, details of the service levels will be 
obtained. 

 
 
 

PROGRAMS 

15. Observation 
 During testing, it was noted that in several cases it was difficult to 
discern signatures on competition files. 

Impact 
 There is the risk that the competition files do not have appropriate 
approval, increasing the risk of invalid awards. 

Recommendation 
 We recommend that a formal sign off template be established that 

includes the name and title of the individuals required to sign off. 

 
Low 

 
Feb. 2004 
 
Completed 

 
Agreed. A simple template will be created to 
make sure that there is a box for the Chair's 
signature already on the competition file, that 
includes a place where the Chair must print 
their name.  

 
 
 
 
 
 
 
 

RPP 

16. Observation 
 For RPP, applications are processed in NAMIS by Program Assistants.  

There is no review of data entered in NAMIS to ensure accuracy and 
completeness of information.  It should be noted, however, that no 
issues were identified through the testing of the RPP applications/files. 

Impact 
 There is the risk that data entry errors will not be detected as there is no 
monitoring or subsequent review of data entry. 

Recommendation 
 We recommend that a process be implemented whereby the data entered 

in NAMIS is reviewed by Program Officers on an ad hoc basis to ensure 
accuracy and completeness of the data entered. 

 
Low 

 
May 2004 

 
Agreed. Although the checks that the officers 
can do periodically on the files are quite 
sufficient, the data verification procedures can 
be improved.  In the future, once the Program 
Assistant completes the data entry , they will 
run a detailed file summary and attach it to the 
file. This report contains  most of the data 
entered and Program Officers will review the 
report and compare it to the application. 
  
The report contains the applicants and co 
applicants names, title , the supporting orgs, 
the financial data ,  amount requested when 
reports are due as well what each supporting 
org will be contributing. 
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Program Officers will verify financial/award 
information when the award letter is 
prepared.  
  

 
 
 
 

SCH 

17. Observation 
 The checklists used for review of the applications are not always 
retained with the application- specifically for Scholarships.  Checklists 
are only retained if there are issues identified for follow up. 

Impact 
 If the application processing checklists are not retained in the file, there 
is no audit evidence to confirm their use.   Furthermore, there is no trail 
for review if issues are subsequently identified. 

Recommendation 
 We recommend that the application processing checklists by retained in 

the application file. 

 
Low 

 
Feb. 2004 
 
Completed 

 
Application processing check lists (where they 
exist) will be placed on the applicant's file, 
starting with the next competition in each 
program. 

 
 
 
 

NUG 

18. Observation 
 Several Program Assistants in RPP use Excel or Lotus Notes to help 

track the applications and to serve as a “bring forward” system. 
Impact 
 The use of parallel systems results in duplicate entry and increases the 
risk of error and incomplete data entry. 

Recommendation 
 We recommend that the use of parallel systems be further examined by 
NSERC to determine if the functionality could be provided through 
NAMIS.   

 Also see Audit Objective 3.4 

 
Low 

 
-- 

 
Although this may be perceived as an issue by 
the Audit consultants, NAMIS User Group 
members are of the opinion that the use of 
parallel systems is not common and is well 
managed to ensure data integrity.  
 
Such parallel systems should continue to be 
used until the Document Management System 
recently acquired by NSERC is implemented. 
The document Management system will 
mitigate the need for parallel systems.   

 
 
 
 
 

ISD 

19. Observation 
 There is no review of master data changes to ensure accuracy of data 
entry, although there are periodic data review projects conducted on a 
larger scale. 

 During testing, a data entry error was noted upon the creation of a  new 
organization (keying error on address).  

Impact 
Failure to review master data entry in NAMIS increases the risk of 
errors and invalid changes remaining undetected. 

Recommendation 
 We recommend that consideration be given to establishing an 

 
Low 

 
Spring 2004 

 
As it currently stands, “backbone” data 
modifications are not targeted for QA testing 
and this may be perceived as a vulnerability. 
 
However, since NAMIS QA does rigorously 
test the application on an ongoing basis, we do 
feel this testing is sufficient and we feel that 
any master data issues will be caught by this 
regular testing. 
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independent review of master file changes to ensure that all changes 
made in NAMIS are complete, accurate and valid.  This could be 
facilitated by the use of a change report from NAMIS.    

That being said, the NAMIS team 
(development and QA) will monitor the 
situation and address it with the ISD Data 
Administration section.    

 
 
 
 
 
 

ISD 

20. Observation 
 NSERC/SSHRC currently share the computer room with Canada 

Council however, NSERC does not have direct control over staff 
authorized to access the computer room by Canada Council. 

Impact 
 NSERC’s information resources include computer hardware, peripheral 
devices, data storage media, and information systems documentation.  
Physical access to such resources makes it possible for the user to view, 
use, damage, or misappropriate these resources.   

Recommendation 
 We recommend that access to NSERC/SSHRC information resources be 

restricted to authorized NSERC/SSHRC personnel only. 

 
Low 

 
Feb. 2004 
 
Completed 

The shared computer room is a facilities 
arrangement which has existed since all three 
councils co-located in this building.  
Wherever possible screensavers with complex 
passwords are employed to prevent casual 
access to our servers by Canada Council staff, 
and contractors are escorted when they need 
access to the computer room.  Physical access 
to the computer room is strictly controlled.  At 
last word Canada Council is planning to 
vacate the room in February 2004. 

 


